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DETAILED ACTION 

1 . Claims 5-8, 1 0-1 4, 1 7-1 9, 21-22, 24-26, 31 -32, 35-36, 41 , and 43 have 
been cancelled. 

2. Claims 3-4, 9, 15, 20, 23, 27-30, 33-34, 37-40, and 42 have been 
amended. 

3. Claims 1-4, 9, 15-16, 20, 23, 27-30, 33-34, 37-40, and 42 are pending for 
consideration. 

Priority 

4. Acknowledgment is made of applicant's claim for foreign priority under 35 
U.S.C. 119(a)-(d). 

Drawings 

5. The drawings are objected to because figure 7 is failed to include a 
system comprising a computer. Corrected drawing sheets in compliance with 37 
CFR 1 .121(d) are required in reply to the Office action to avoid abandonment of 
the application. Any amended replacement drawing sheet should include all of 
the figures appearing on the immediate prior version of the sheet, even if only 
one figure is being amended. The figure or figure number of an amended 
drawing should not be labeled as "amended." If a drawing figure is to be 
canceled, the appropriate figure must be removed from the replacement sheet, 
and where necessary, the remaining figures must be renumbered and 
appropriate changes made to the brief description of the several views of the 
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drawings for consistency. Additional replacement sheets may be necessary to 
show the renumbering of the remaining figures. Each drawing sheet submitted 
after the filing date of an application must be labeled in the top margin as either 
"Replacement Sheet" or "New Sheet" pursuant to 37 CFR 1 .121 (d). If the 
changes are not accepted by the examiner, the applicant will be notified and 
informed of any required corrective action in the next Office action. The objection 
to the drawings will not be held in abeyance. 

Claim Rejections - 35 USC §112 

6. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

7. Claim 1 is rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

8. Regarding claim 1 , the limitation "the encryption algorithm is selected such 
that decoding of the encryption algorithm would be ill-conditioned without the 
constraint" is not clear to the Examiner what the technical meaning of the term 
"ill-conditioned algorithm" is. Appropriate correction is required. 

Claim Rejections - 35 USC § 101 

9. 35 U.S.C. 101 reads as follows: 



Whoever invents or discovers any new and useful process, machine, manufacture, or 
composition of matter, or any new and useful improvement thereof, may obtain a patent 
therefor, subject to the conditions and requirements of this title. 
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10. Claims 1-4, 9, 15-16, 20, 23, 27-30, 33-34, and 37-40 are rejected under 
35 U.S.C. 101 because the claimed invention is directed to non-statutory subject 
matter. Claims 1-4, 9, 15-16, 20, 23, 27-30, 33-34, and 37-40 are rejected under 
35 U.S.C. 101 as not falling within one of the four statutory categories of 
invention. While the claims recite a series of steps or acts to be performed, a 
statutory "process" under 35 U.S.C. 101 must (1) be tied to particular machine, or 
(2) transform underlying subject matter (such as an article or material) to a 
different state or thing. See page 10 of In Re Bilski 88 USPQ2d 1385. The 
instant claims are neither positively tied to a particular machine that 
accomplishes the claimed method steps nor transform underlying subject matter, 
and therefore do not qualify as a statutory process. 

1 1 . Claim 1 is directed to a method comprising steps, which is interpreted as 
software per se, however, the claims fail to assert the program recorded on an 
appropriate computer-readable medium so as to be structurally and functionally 
interrelated to the medium and permit the function of the descriptive material to 
be realized. Since a computer program is merely a set of instructions capable of 
being executed by a computer without a computer-readable medium needed to 
realize the computer program's functionality, it is regarded as nonstatutory 
functional descriptive material. See MPEP 2106.01 for details. 

12. The dependent claims are depended on the rejected base claim, and are 
rejected for the same rationales. 
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Claim Rejections - 35 USC § 102 

1 3. The following is a quotation of the appropriate paragraphs of 35 
U.S.C. 102 that form the basis for the rejections under this section made in this 
Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 
1 22(b), by another filed in the United States before the invention by the applicant for patent or 
(2) a patent granted on an application for patent by another filed in the United States before 
the invention by the applicant for patent, except that an international application filed under 
the treaty defined in section 351 (a) shall have the effects for purposes of this subsection of an 
application filed in the United States only if the international application designated the United 
States and was published under Article 21(2) of such treaty in the English language. 

14. Claims 1-2, 4, 15-16, 20, 23, 27-30 and 42 are rejected under 35 
U.S.C. 102(e) as being anticipated by McGough (US 6445797) (hereinafter 
McGough). 



15. Regarding claim 1 , McGough discloses a method for encoding and 
decoding information, the method comprising the steps of: a) using at least one 
mathematical function (McGough: column 3 lines 45-63); b) producing an 
encryption algorithm using the mathematical functions such that the algorithm 
has at least two parameters (McGough: column 8 lines 43-53); c) defining a 
decode key of a data stream by defining the value of at least one parameter 
(McGough: column 3 lines 45-63); d) defining information to be carried in a data 
stream by defining the value of at least one parameters (McGough: column 12 
lines 30-50); e) producing a data stream using the encryption algorithm and the 
defined parameter values (McGough: see figure 1 , item 116); and f) decrypting 
the data stream where the decode key is known and used as a constraint in the 
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equation such that the information is available, wherein the encryption algorithm 
is selected such that decoding of the encryption algorithm would be ill- 
conditioned without the constraint (McGough: column 13 lines 38-61). 

16. Regarding claim 2, McGough discloses where at least one of the 
mathematical functions used in the encryption algorithm is selected to be a non- 
periodic function (McGough: see figure 2, item 219). 

17. Regarding claim 4, McGough discloses where information includes at 
least one mutation key, and including the step of using the mutation key to effect 
at least one of the next data stream created or received, the form of ordinate 
spacing used in the encryption algorithm, the weighting of at least one of the 
mathematical functions used in the encryption algorithm, the number of 
mathematical functions used in the encryption algorithm is effected by a mutation 
key, and at least the type of mathematical functions used in the encryption 
algorithm (McGough: see figure 2 and column 4 lines 51-58). 

18. Regarding claim 1 5, McGough discloses including the step of the data 
stream producer decrypting the produced data stream and where decryption fails 
modifies the value of sat least one parameter used to produce said data stream 
and produces a second data stream and continues the process until a data 
stream that correctly decrypts has been produced and discards all data streams 
that could not be decrypted (McGough: column 26 lines 41-53). 
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1 9. Regarding claim 1 6, McGough discloses where the parameters that are 
altered to allow a data stream that can be decrypted includes at least one 
mutation parameters (McGough: column 26 lines 5-13). 

20. Regarding claim 20, McGough discloses including the step of allowing a 
user to select a value and influence the probability that produced data streams 
cannot be decrypted (McGough: see Abstract section). 

21 . Regarding claim 23, McGough discloses where at least one of the 
parameters of the encryption algorithm carries information that may be defined 
as a password of an external system (McGough: column 22 lines 9-22). 

22. Regarding claim 27, McGough discloses where the storage area used to 
hold at least some of the parameter values that form an authentication key is 
within the same substrate as the processor which encrypts the messages 
(McGough: column 22 lines 54-62). 

23. Regarding claim 28, McGough discloses which includes the step of 
including a means to immediately overwrite or flush a temporary data store used 
in coding or decoding of a data stream (McGough: column 26 lines 41-53). 
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24. Regarding claim 29, McGough discloses including the step of encrypting 
the produced data stream using conventional encryption means (McGough: see 
figure 1). 

25. Regarding claim 30, McGough discloses including the step of encrypting 
at least some of the information prior to it being used to define the values of 
parameters of the encryption algorithm (McGough: column 21 line 50 through 
column 22 line 22). 

26. Regarding claim 42, McGough discloses apparatus comprising 
transmitting means receiving means, processing means and operating 
instructions allowing decryption of a signal according to the method of claim 1 
(McGough: see figure 1). 

Claim Rejections - 35 USC § 103 

27. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described 
as set forth in section 102 of this title, if the differences between the subject matter sought to 
be patented and the prior art are such that the subject matter as a whole would have been 
obvious at the time the invention was made to a person having ordinary skill in the art to which 
said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

28. Claims 3 and 40 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over McGough in view of Hur (US 71 81 620) (hereinafter Hur). 
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29. Regarding claim 3, McGough does not disclose where the information 
includes an authentication key, and including the step of validating the 
authentication key. However, Hur discloses where the information includes an 
authentication key, and including the step of validating the authentication key 
(Hur: column 14 lines 34-41). Therefore, it would have been obvious to a person 
skilled art at the time the invention was made to have included in McGough the 
feature of Hur as discussed above because there is a need for a way to provide 
secure key distribution in a manner that offers interoperability among different 
systems and high performance. There is a need for a system that has greater 
scalability than a Kerberos system and less administrative costs than a PKI 
system. There is also a need for a system that is equally useful for inter-network 
communication and intra-network communication (Hur: column 5 lines 43-53). 

30. Regarding claim 40, McGough as modified discloses where the 
information stored includes that of tokens of value that become the property of 
the owner of the registration number due to a purchase made by means of the 
invention where the tokens may be exchanged for further goods or services (Hur: 
column 14 lines 42-46). The same motivation was utilized in claim 3 applied 
equally well to claim 40. 

31 . Claim 9 is rejected under 35 U.S.C. 103(a) as being unpatentable over 
McGough in view of Deering et al. (US 2002/0005854) (hereinafter Deering). 
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32. Regarding claim 9, McGough does not disclose including the step of 
limiting the accuracy of the representation of the data stream by using at least 
truncation of the values of the data stream. However, Deering discloses 
including the step of limiting the accuracy of the representation of the data 
stream by using at least truncation of the values of the data stream (Deering: 
paragraph 0019). Therefore, It would have been obvious to a person skilled art 
at the time the invention was made to have included in McGough the feature of 
Deering as discussed above because there exists a need for a system and 
method capable of correcting the problem of false contouring in real-time, and 
more particularly, in the context of a real-time supersampled graphics system 
(Deering: paragraph 0018). 

33. Claims 33-34 and 37-39 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over McGough in view of David (US 2002/0073046) (hereinafter 
David). 

34. Regarding claim 33, McGough does not disclose where authentication 
between users includes a double handshake protocol. However, David discloses 
where authentication between users includes a double handshake protocol 
(David: paragraph 0149). Therefore, It would have been obvious to a person 
skilled art at the time the invention was made to have included in McGough the 
feature of David as discussed above to provide a system and method that 
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permits one or more parties to a transaction to have confidence that the other 
party to the transaction is who he or she purports to be (David: paragraph 0013). 

35. Regarding claim 34, McGough as modified discloses that includes the 
step of issuing a unique registration number to each node (David: paragraph 
0030). The same motivation was utilized in claim 33 applied equally well to claim 
34. 

36. Regarding claim 37, McGough as modified discloses including the step of 
using a protocol such that a first node who is on contact with both a second and 
third node may act as a start up host between the second and the third node 
without a host and so provide a distributed start up means (David: see figure 9). 
The same motivation was utilized in claim 33 applied equally well to claim 37. 

37. Regarding claim 38, McGough as modified discloses including the step of 
having a plurality of stored starting decode keys between node pairs on each 
node such that on a communication failure reconnection may occur rapidly 
(David: paragraph 01 15). The same motivation was utilized in claim 33 applied 
equally well to claim 38. 

38. Regarding claim 39, McGough as modified discloses in which the method 
is used in nested mode such that a first encryption algorithm is used to 
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authenticate between users and then a second encryption algorithm is used to 
transfer useful information (David: paragraph 0128: triple-DES). 



Conclusion 

Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to TRANG DOAN whose telephone number is 
(571 )272-0740. The examiner can normally be reached on Monday-Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the 
examiner's supervisor, William R. Korzuch can be reached on (571) 272-7589. 
The fax phone number for the organization where this application or proceeding 
is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll- 
free). If you would like assistance from a USPTO Customer Service 
Representative or access to the automated information system, call 800-786- 
9199 (IN USA OR CANADA) or 571-272-1000. 

/Trang Doan/ 
Examiner, Art Unit 2431 

/Syed Zia/ 

Primary Examiner, Art Unit 2431 



